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Anti-fraud member receives request for data 
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Anti-fraud member transmits a 
notification message to user 
requesting confirmation of user 
request for data and advises that 
mail program is opened 



Anti -fraud member generates and transmits 
electronic mail message to user requesting 
confirmation of user request for data 




Anti-fraud member monitors status of user's 
confirmation of request for data 



Has user confirmed? 




Has condition for terminating requests 
for confirmation been met, e.g., has 
the number of notices exceeded a 
predefined number or has a preset 
amount of time expired? 




Confirmation notice transmitted to redirect 
system 
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Transmit additional notification 
notices to user 
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No data is transmitted to user and 
Request is ignored 
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FIGURE 4 
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Information Provider offers goods/services to user 
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User accepts offer and transmits acceptance to provider 
by means provided, e.g., clicking an enter button 
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First request for data is transmitted to the anti-fraud member | 68 




Request to confirm sent, to 
user 




Electronic mail message sent 
to user by anti-fraud member 



Additional notices sent to user 




Has user confirmed? 
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If no response is received, 

no data is transmitted and further 


notices are transmitted to the 


user 






Program commander 
accesses login page of 
user's email program 
& places in a window 
for the user 



Confirmation notice transmitted to anti- 
fraud and further confirmation sent to user 
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User's data reviewed and user's originating 
geophysical location identified 
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Data transmitted to user 



FIGURE 5 
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|P Uw&rtor relieves ifiaJLArtissl 
Convert IP address to a number as follows: 
IP look like this: part1.part2.part3.part4 
NumberzpartV256*256+part2*256+parl3 
I am ignoring partA in the calculation 



Attach the program to a global shared RAM 
buffer. (If RAM buffer doesn't exit, create it) 
The RAM buffer holds last few tps as cache 
It save start-range, end-of-range, time-stamp, 
and the country found for this range 



ffiZ 
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Connect to a local database that holds 
all known ranges, the country associated 
with each, and a date when this range 
was setup/updated. 



1? 



Try to find our Number (the IP) in the 
local database. Our database table is . 
indexed on both start-range and end-of- 
range as numbers in order to speed the 
lookup 



Try to find our Number (the IP) in RAM. While 
looking, memorize what was the oldest record — I &0 
(using the time-stamp) in RAM 



Set country as unknown, or as 
default country. Log the IP for 
later (not real time) lookup. * 



NO 




Store in RAM buffer in the place where 
we earlier marked .what was the oldest 
record in RAM. 
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